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<?php s
header (
require
require
$lang =
Strans

require

ini set
ini set
error r

date de
ScurrDa
define (

ession start();
'Content-Type: application/json; charset=utf-8");
_once ('inc/dbConnect.php') ;
~once ('sendgrid/sender.php');
$ SESSION['lang'] ?2? 'ar';
= ($lang == 'ar') ? "ar.php" : "en.php";
~once ('inc/' . $trans);

('display errors', 1);
('display startup errors', 1);
eporting (E ALL);

fault timezone set ('Asia/Amman');
teTime = date("Y-m-d H:i:s8");
'CURRENT DATE TIME', ScurrDateTime) ;

// START LOGS FILE

Stoday
Sdirect
if (!'fi

= date("Y-m");
ory name = "logs/$today";
le exists($directory name)) {

mkdir ($directory name, 0777, true);

}
$log fi

le = $directory name . '/log-' . date('d') . '.log';

// Sreq print r = print r($ REQUEST, true);

Sreqg js
Stxt =
Sfp = £
fwrite (
fclose (
if (!is

ech

Saction

$lang =
$langDB
Strans
Sar ass
Sdir =

switch
cas

on _encode = json encode ($ REQUEST) ;

"\ mmmmmmmmmmmm oo T "o date ('H:i') . " mmmmmmmmmmmm e \n \n";

open ($log file, 'a');
Sfp, S$txt . S$reqg json encode);
$fp) ;
set ($ REQUEST['action']) || empty(S_REQUEST['action'])) {
o Jjson encode (array('response' => array (
'error code' => "-1",
'error msg' => "= pi ad action"”,
= $ REQUEST['action'];
$ SESSION['lang'] 2?2 'ar';
= $lang . " ";
= ($lang == 'ar') ? "ar.php" : "en.php";
ets = ($lang == 'ar') ? "/ar assets" : "";
($lang == 'ar') ? "rtl" : "ltr'";
(Saction) {

e "add to fave":
Sproduct id = $ REQUEST['product id'] ?? null;
Suser id = $ SESSION['user']['id'];
$stmt = S$con->prepare ("select * from fav products where product id=? and user id=? ");

$stmt->bind param("ii", S$product id, S$user id);
$stmt->execute () ;
Sresult = $stmt->get result();
if (mysqgli num rows ($result) > 0) {
$stmt = Scon->prepare ("DELETE FROM fav products
$stmt->bind param("ii", S$product id, S$user id);

if ($stmt->execute()) {
echo json encode (array('response' => array (
'error code' => 0,

'code' => 200,
'error msg' => "Removed ",

))) i

die;
} else {
echo json_encode (array('response' => array (
'error code' => -1,
'error msg' => "Something went wrong "
))) i
die;
}
} else {
$stmt = Scon->prepare ("insert into fav products
Sstmt->bind param("ii", $product id, S$user id);
if ($stmt->execute()) {
echo json encode (array('response' => array (
'error code' => 0,
'code' => 300,
'error msg' => "Added ",
)))
die;
} else {
echo json encode (array('response' => array (
'error code' => -1,
'error msg' => "Something went wrong ",
))) i
die;

where product id=? and user id=? ");

( product id,

user id) values

(2,2)");
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}
}

break;

case "get ajax products":
require once ('inc/functions.php');
require once ('inc/product cell.php');
require once ('inc/solar system cell.php');
Spage = $ REQUEST['page'] 2?2 1;

Scategory id = $ REQUEST['category id'] 2? null;
SpassFilter = [

'category id' => S$category id,

'with count' => false,

'pagination' => true,

'pagelimit' => 8,

'pageno' => $page,
17

if (isset($ REQUEST['price from']) && is numeric($ REQUEST['price from'])) {
SpassFilter['price from'] = $ REQUEST['price from'];

}

if (isset($ REQUEST['price to']) && is numeric ($ REQUEST['price to'])) {
SpassFilter['price to'] = $ REQUEST['price to'];

}

if (isset ($ REQUEST['order by'l)) {
SpassFilter['order by'] = $ REQUEST['order by'];

}
Sproducts = getProducts ($passFilter);
foreach ($products as $Product) {

if ($category id == 12) {
solar system cell ($Product) ;
} else {

product cell (SProduct) ;
}
}

break;

case "change email":

Suser id = $ SESSION['user']['id'];
Semail = $ REQUEST['new email'] 2?2 null;
Semail = strtolower (Semail) ;
$stmt = $con->prepare ("UPDATE users SET email=? , status email=0 WHERE id=? ");
$stmt->bind param("si", Semail, Suser id);
if ($Sstmt->execute()) {

$ SESSION['user'] = getUserSession ($user id);

$ SESSION['logged in'] = true;

echo json encode (array('response' => array (

'error code' => "Q0",

'error msg' => "Updated ",

case "update profile":

Suser id = $ SESSION['user']['id'];

$o0ld logo = $ SESSION['user']['logo'];
$logo = Upload('logo', 'uploads/logos/');
if ($logo == false) {

$logo = $old logo;
}
Sname = $ REQUEST['name'] ?? null;
Smobile = $ REQUEST['mobile'] ?2? null;
Scity id = $§ REQUEST['city id'] ?? null;
Semail = $ REQUEST['email'] ?2? null;
Spassword = $ REQUEST['new password'] ?? null;

Scountry code = $ REQUEST['country code'] ?? null;

Semail = strtolower (Semail) ;
Smobile = ltrim(Smobile, '0');
if (!empty ($password)) {
Spassword = hash('sha256', $ REQUEST['new password'l]);
$stmt = S$con->prepare ("UPDATE users SET name=?, mobile=?,country code=?, email=? ,password=? ,
logo=? WHERE id=? ");
Sstmt->bind param("ssssssi", $name, $mobile, $Scountry code, S$email, $password, S$logo, Suser id);
} else {
$stmt = S$con->prepare ("UPDATE users SET name=?, mobile=?,country code=?, email=? , logo=? WHERE
id=2 ");
$stmt->bind param("sssssi'", S$name, S$mobile, Scountry code, $email, $logo, Suser id);
}

if ($stmt->execute()) {



177 $stmt = S$con->prepare ("DELETE FROM user address WHERE user id = ?2");

178 $stmt->bind param("i", Suser id);

179 $stmt->execute () ;

180 Scountry id = 1;

181 $stmt = S$con->prepare("insert into user address ( user id,country id,city id) wvalues (?2,?,?)");
182 $stmt->bind param("iii", Suser id, S$country id, S$city id);
183 $stmt->execute () ;

184 $ SESSION['user'] = getUserSession (Suser id);

185 $ SESSION['logged in'] = true;

186 echo json encode (array('response' => array (

187 'error code' => "QO",

188 'error msg' => "Updated ",

189 ))) i

190 die;

191 }

192 break;

193

194

195 case "contact us form":

196 Scountry code = $ REQUEST['country code'] ?? null;

197 Sname = $ REQUEST['name'] ?? null;

198 Semail = $ REQUEST['email'] ?2? null;

199 Smobile = $country code . $ REQUEST['mobile'] ?? null;
200 Ssubject = $ REQUEST['subject'] ?? null;

201 Smessage = $ REQUEST['message'] ?? null;

202 Stable = "

203 <table Dborder='1"'>

204 <thead>

205 <tr>

206 <th>name</th>

207 <th>email</th>

208 <th>mobile</th>

209 <th>subject</th>

210 <th>message</th>

211 </tr>

212 </thead>

213 <tbody>

214 <tr>

215 <td >{S$name}</td>

216 <td>{Semail}</td>

217 <td>{$mobile}</td>

218 <td>{S$subject}</td>

219 <td>{S$message}</td>

220 </tr>

221 </tbody>

222 </table>

223

224 "

225

226 echo json encode (array('response' => array (

227 'error code' => "Q0",

228 'error msg' => MESSAGE_ SENT,

229 )))

230 SendGrid Sender (array (

231 'email msg' => S$table,

232 'subject' => S$subject,

233 'to email' => 'hbahadili@gmail.com',

234 ))

235

236 break;

237

238

239 case "resend verification email":

240 Suser id = $ SESSION['user']['id'];

241 $digits = 4;

242 Srand = rand(pow (10, $digits - 1), pow (10, $digits) - 1);
243 Sstmt = Scon->prepare ("UPDATE users SET verification code=? where id=? ");
244 $stmt->bind param("ii", $rand, S$Suser id);

245 Sstmt->execute () ;

246 $subject = "Solar Market :Verification Code";

247 Smessage = "Your email verification code is: " . $rand;
248 // sendEmail ($ SESSION['user']['email'], S$message, S$subject);
249 SendGrid Sender (array (

250 'email msg' => Smessage,

251 'subject' => $subject,

252 'to email' => $ SESSION['user']['email'],

253 )) i

254 echo json encode (array('response' => array (

255 'error code' => "Q0",

256 'error msg' => " An email has been sent with a verification code",
257 ))) i

258 die;

259 break;

260 case "verification email":

261 Suser id = $ SESSION['user']['id'];

262 Scode = $ REQUEST['code'];

263 $stmt = Scon->prepare ("select verification code from users where id=? ");
264 Sstmt->bind param("i", Suser id);

265 Sstmt->execute () ;



266 Sresult = $stmt->get result();

267 Srow = Sresult->fetch assoc();

268 if ($row['verification code'] === S$code) {

269 Sstmt = $con->prepare ("UPDATE users SET status email=1 where id=? ");
270 $stmt->bind param("i", Suser id);

271 $Sstmt->execute () ;

272 $ SESSION['user'] = getUserSession (Suser id);

273 echo json_encode (array('response' => array (

274 'error code' => "0",

275 'error msg' => " The user account has been successfully activated ",
276 ))) i

2717 die;

278 } else {

279 echo json encode (array('response' => array (

280 'error code' => "-1",

281 'error msg' => INVALID VERIFICATION CODE,

282 ))) i

283 die;

284 }

285 break;

286 case "forget password":

287 Semail = $ REQUEST['email'];

288 Semail = strtolower ($email);

289 Sstmt = $con->prepare ("select * from users where email=? ");

290 $stmt->bind param("s", $email);

291 $Sstmt->execute () ;

292 Sresult = $stmt->get result();

293 if (mysgli num rows (Sresult) > 0) {

294 Srow = Sresult->fetch assoc();

295

296

297 // $old_reset_password token = Srow['token'];

298 // if (!empty($old reset password token)) {

299 /7 $old token time = explode('-', $old reset password token) [1];
300 // }

301 //

302

303 Stoken64 = bin2hex (random bytes (46));

304 Stoken32 = bin2hex (random bytes (46));

305 Sreset password token = $token64 . base64 encode (random string(15)) . $Stoken32;
306 Sreset password token . '-' . time();

307 $stmt = $con->prepare ("update users set token=? where id =?");
308 $stmt->bind param("si", $reset password token, Srow['id']);
309 Sstmt->execute () ;

310 $link = $ SERVER['HTTP HOST'] . '/reset-password.php?reset key=' . Sreset password token;
311 $Ssubject = "Reset Password";

312 Smessage = "

313 Please visit the following link to recover your password
314 <br> <a href='$1ink'>$1link </a></br>

315 or ignore the mail

316 <br>

317 This link is valid for 30 minutes only

318 "

319 // sendEmail ($Semail, S$message, S$subject);

320 SendGrid Sender (array (

321 'email msg' => Smessage,

322 'subject' => $subject,

323 'to email' => $email,

324 )) i

325 echo json_encode (array('response' => array (

326 'error code' => "0",

327 'error msg' => "An email has been sent to your email containing a password recovery link",
328 )) )i

329 die;

330 } else {

331 echo json encode (array('response' => array (

332 'error code' => "-1",

333 'error msg' => "Email not found",

334 ))) i

335 die;

336 }

337 break;

338 case "login account":

339 Semail = $ REQUEST['email'];

340 Semail = strtolower (Semail) ;

341 Spassword = hash('sha256', $ REQUEST['password']);

342

343 $stmt = S$con->prepare ("select * from users where email=? and password = ?");
344 $stmt->bind param("ss", $email, S$password);

345 Sstmt->execute () ;

346 Sresult = $stmt->get result();

347 if (mysqgli num rows ($result) > 0) {

348 Srow = Sresult->fetch assoc();

349 S SESSION['user'] = getUserSession (Srow['id']);

350 $ SESSION['logged in'] = true;

351

352

353 /* Disable Email Verification

354 $is verified = ($ SESSION['user']['status email'] == 1);
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if (!$is verified) ({

Sdigits = 4;

Srand = rand(pow (10, $digits - 1), pow (10, $digits) - 1);
$stmt = Scon->prepare ("UPDATE users SET verification code=? where id=? ");
$stmt->bind param("ii", Srand, Srow['id']);
Sstmt->execute () ;
Ssubject = "Solar Market :Verification Code";
Smessage = "Your email verification code is: " Srand;
SendGrid Sender (array (
'email msg' => $message,
'subject' => $subject,
'to_email' => Semail,
)) i
}
*/
$is _verified = true ;
echo json encode (array('response' => array (
'error code' => "Q0",
'type' => Srow['type'] == 'company',
'is verified' => $is verified,
'is subscribed' => (($ SESSION['user']['subscription'] == 1) && (strtotime($ SESSION['user'][

'exp date']) >= time())),

'error msg' => "User account created successfully

))) i

die;
} else {
echo json encode (array('response' => array (
'error code' => "-1",
'error msg' => USERNAME OR PASSWORD IS INCORRECT,
))) s
die;

Sstmt->close () ;
break;
case "check email forget pass":
Semail = $ REQUEST['email'];
Semail = strtolower (Semail) ;
$stmt = $con->prepare ("select * from users
$stmt->bind param("s", $email);
Sstmt->execute () ;
Sresult = $stmt->get result();
echo json encode ((mysgli num rows ($result)
break;

case "check change email":

Suser id = $ SESSION['user']['id'];

Semail = $ REQUEST['email'];

Semail = strtolower (Semail) ;

$stmt = $con->prepare ("select * from users

$stmt->bind param("si", Semail, Suser id);
Sstmt->execute () ;

Sresult = $stmt->get result();

echo json encode ((mysgli num rows ($result)
break;

case '"check tel":
Stel = $ REQUEST['tel'];
Stel = ltrim($tel, '0");
$stmt = $con->prepare ("select * from users
$stmt->bind param("s", $tel);
Sstmt->execute () ;
Sresult = $stmt->get result();

echo json encode ((mysgli num rows ($result)
break;

case "check old password":
Suser id = $ SESSION['user']['id'];

where email=? ");

where email=? and id

where tel=? ");

<= 0))7

$password = hash('sha256', $ REQUEST['old password'l]);

$stmt = $con->prepare ("select * from users
$stmt->bind param("si",
Sstmt->execute () ;
Sresult = $stmt->get result();
echo json encode ((mysgli num rows ($result)
break;

case "check mobile":
Scountry code = $ REQUEST['country code']
if (empty ($country code))

Scountry code = '+964";

Smobile = $ REQUEST['mobile'] ?2? null;
Smobile = ltrim(Smobile, '0');

where password="?

$password, Suser id);

> 0))7

?? '+964°';

and id

=2 ;

=2");
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if (isset($ SESSION['user'])) {

Suser id = $ SESSION['user']['id'];
$stmt = Scon->prepare("select * from users where country code=? AND mobile=? AND id!=2");
Sstmt->bind param("ssi", $Scountry code, $mobile, S$Suser id);
} else {
$stmt = Scon->prepare ("select * from users where country code=? AND mobile=?");

$stmt->bind param("ss", $country code, $mobile);
}
Sstmt->execute () ;
Sresult = $stmt->get result();
echo json encode ((mysgli num rows ($result) <= 0));
break;

case '"check email":

case

Semail = $ REQUEST['email'] ?? null;
Semail = strtolower ($email);

if (isset($ SESSION['user'])) {
Suser id = $ SESSION['user']['id'];
Sstmt = $con->prepare ("select * from users where email=? AND id!=?");
$stmt->bind param("si", Semail, Suser id);
} else {
Sstmt = $con->prepare ("select * from users where email=? ");
$stmt->bind param("s", $email);

}
Sstmt->execute () ;
Sresult = $stmt->get result();
echo json encode ((mysgli num rows ($result) <= 0));
break;
"create account":
Sname = $ REQUEST['name'] ?? null;
Scountry code = $ REQUEST['country code'] ?? null;
Smobile = $ REQUEST['mobile'] ?? null;
Scountry id = $ REQUEST['country id'] 2?2 1;
$city id = $§ REQUEST(['city id'] ?? null;
Semail = $ REQUEST['email'] ?2? null;
Spassword = $ REQUEST['password'] ?? null;

Spassword confirmation = $ REQUEST['password confirmation'] 2?2 null;
Semail = strtolower (Semail) ;
Smobile = ltrim(Smobile, '0');
if ($password != $password confirmation) {
echo json_encode (array('response' => array (
'error code' => "-1",

'error msg' => "Password does not match",

Spassword = hash('sha256', $ REQUEST['password']);

Stype = 'user';
$stmt = Scon->prepare("insert into users (name, type, email, country code, mobile, password) values
(2,2,2,2,2,2)");
$stmt->bind param("ssssss", Sname, S$type, S$email, S$country code, $mobile, Spassword);
if ($stmt->execute()) {
Suser id = $stmt->insert id;
$stmt = S$con->prepare ("insert into user address (user id, country id, city id) values (?2,?2,?)");

$stmt->bind param("iii", Suser id, S$country id, S$city id);
Sstmt->execute () ;

S SESSION['user'] = getUserSession (Suser id);

$ SESSION['logged in'] = true;

echo json encode (array('response' => array (
'error code' => "Q0",

'error msg' => " User account created successfully",

}

break;

case '"create merchant account":

/*

$digits = 4;
Srand = rand(pow (10, $digits - 1), pow (10, $digits) - 1);

//Verification Code
//Status Email
//Status Mobile

if (!empty ($website))

{ if (strpos($Swebsite, 'http') === false)
{ Swebsite = "https://" . Swebsite;

: }

if (lempty ($youtube))
{
if (strpos($youtube, 'http') === false)
{
Syoutube = "https://" . Syoutube;
}



531

532 if (!empty ($facebook))

533 {

534 if (strpos($facebook, 'http') === false)
535 {

536 S$facebook = "https://" . S$facebook;

537 }

538 }

539

540 if (!empty($instagram))

541 {

542 if (strpos($instagram, 'http') === false)
543 {

544 $instagram = "https://" . S$instagram;
545 }

546 }

547 */

548

549 $logo = $ REQUEST['logo'] 2?2 null;

550 Sname = $ REQUEST['name'] ?? null;

551 $alias = $ REQUEST['alias'] ?? null;

552 Stext = $ REQUEST['text'] ?? null;

553 Scountry id = $ REQUEST['country id'] 2?2 1;

554 Scity id = $ REQUEST['city id'] ?? null;

555

556 Semail = strtolower ($ REQUEST['email']) 2?2 null;
557 Sstatus email = 1;

558 Susername = ""; // strtolower ($ REQUEST['username']) ?? null;
559 // Susername confirmation = strtolower ($ REQUEST['confirm username']) ?2? null;
560 /*

561 if ($username != $username confirmation)

562 {

563 echo json encode (array('response' => array(
564 'error code' => "-1",

565 'error msg' => "Username does not match",
566 ))) i

567 die;

568 }

569 */

570 Spassword = $ REQUEST['password'] 2?2 null;

571 Spassword confirmation = $ REQUEST['password confirmation'] ?? null;
572

573 if ($password != $password confirmation)

574 {

575 echo json encode (array('response' => array (
576 'error code' => "-1",

577 'error msg' => "Password does not match",
578 ))) i

579 die;

580 }

581

582

583 Smobile = $ REQUEST['mobile'] ?2? null;

584 $tel = $ REQUEST['tel'] 2?2 null;

585 $tel code = $ REQUEST['tel code'] 22 1;

586 Scountry code = $ REQUEST['country code'] ?? null; // '+964"';
587

588 Swebsite = $ REQUEST['website'] ?? null;

589 Syoutube = $ REQUEST['youtube'] ?? null;

590 S$facebook = $ REQUEST['facebook'] 2?2 null;

591 Stwitter = $§ REQUEST['twitter'] ?? null;

592 Sinstagram = $ REQUEST(['instagram'] ?? null;
593 Stiktok = $ REQUEST['tiktok'] ?? null;

594

595 $info = $ REQUEST['info'] ?? null;

596 $verification code = $rand;

597

598 Smobile = ltrim(Smobile, '0');

599 Stel = ltrim(Stel, '0");

600

601 $stmt = $con->prepare ("select * from users where email=? ");
602 Sstmt->bind param("s", $email);

603 Sstmt->execute () ;

604 Sresult = $stmt->get result();

605

606 if (mysgli num rows ($result) > 0)

607 {

608 Srow = Sresult->fetch assoc();

609 echo json encode (array('response' => array (
610 'error code' => "1",

611 'error msg' => EMAIL ALREADY USED,

612 )))

613 die;

614

615 /* Disable Email Verification

616

617 if ($row['status email'] == 1)

618 {

619 echo json_encode (array('response' => array(



620 'error code' => "1",

621 'error msg' => EMAIL ALREADY USED,
622 )))

623 die;

624 }

625 else

626 {

627 $Sstmt = S$Scon->prepare ("delete from users where id=? ");
628 $stmt->bind param("i", Srow['id']);
629 Sstmt->execute () ;

630

631 Sstmt = Scon->prepare ("delete from user address where user id=? ");
632 $stmt->bind param("i", Srow['id']);
633 Sstmt->execute () ;

634 }

635

636 */

637 }

638

639 Spassword = hash('sha256', $ REQUEST['password']);
640 Stype = 'company';

641 $logo = Upload('logo', 'uploads/logos/');

642 if ($logo == false)

643 {

644 $logo = null;

645 }

646

647

648 /* Disable Email Verification

649

650 Ssubject = "Solar Market :Verification Code";
651 Smessage = "Your email verification code is: " . S$rand;
652 // sendEmail ($Semail, S$message, $subject);

653 SendGrid Sender (array (

654 'email msg' => Smessage,

655 'subject' => S$subject,

656 'to email' => $email,

657 ))

658

659

660 */

662 Sstmt = Scon->prepare

663 ("insert into users (type, mobile, tel, website, youtube, facebook, twitter, instagram, tiktok,
username, password, email, name, country code, tel code, logo, status email, country id, city id, alias,
comments)

664 values (2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2)™);

665 Sstmt->bind param("ssssssssssssssssiiiss", $type, $mobile, Stel, Swebsite, $youtube, S$facebook, Stwitter,
$instagram, $tiktok, Susername, S$password, $email, $name, S$country code, S$tel code, $logo, $status email
, $country id, $city id, Salias, $info);

666 if ($stmt->execute())

667 {

668 Suser id = $stmt->insert id;

669 $stmt = Scon->prepare("insert into user address (user id, country id, city id, text) values
(2,2,2,2)")

670 Sstmt->bind param("iiis", Suser id, $country id, $city id, Stext);

671 Sstmt->execute () ;

672

673 // $ SESSION['user'] = getUserSession (Suser id);

674 // $ SESSION['logged in'] = true;

675

676 echo json encode (array('response' => array (

677 'error code' => "Q0",

678 'error msg' => " User account created successfully ",

679 ))) i

680 die;

681 }

682 break;

683 }

684

685 function getUserSession ($uid)

686 {

687 global $con;

688 SuserArray = [];

689 Sstmt = $con->prepare ("select * from users where id=2");

690 Sstmt->bind param("i", S$uid);

691 Sstmt->execute () ;

692 Sresult = $stmt->get result();

693 Srow = Sresult->fetch assoc();

694 SuserArray = Srow;

695 SuserArray|'address'] = getUserAddress (Suid);

696 // SuserArray['subscription'] = getUserSubscription($uid); // _+)

697

698 Sstmt->close () ;

699 return $userArray;

700 }

701

702 function getUserSubscription ($uid) // _xlo
703 {
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global $con;

$stmt2 = $con->prepare ("select * from user subscription where user id=? and ‘expiry date’ > now()

$stmt2->bind param("i", S$uid);
Sstmt2->execute () ;
Sresult2 = $stmt2->get result();
if (mysqgli num rows ($result2) <= 0) {
return [
'is subscribed' => false
17
} else
Srow2 = Sresult2->fetch assoc();
return [
'is subscribed' => true,
'expiry date' => Srow2['expiry date'],
'start date' => Srow2['start date'],
'validity' => $row2['validity'],

}

function getUserAddress ($uid)
{
global $con;
SUserAddress = [];
$stmt2 = $con->prepare ("select * from user address where user id=?");
$stmt2->bind param("i", $uid);
$stmt2->execute () ;
Sresult2 = $stmt2->get result();
while ($row2 = $result2->fetch assoc()) {
array push ($UserAddress, Srow2);
}
return $UserAddress;

}

function random string($length)
{
Skey = '';
Skeys = array merge (range (0, 9), range('a',
for ($1 = 0; $1i < $length; $i++) {
Skey .= Skeyslarray rand($keys)];

z"'"), range('A', 'Z'));

}

return $key;

}

function sendEmail ($to, Smessage, S$subject)
{
Sheaders = 'From:muradabujamous@gmail.com' . "\r\n"
'Reply-To:muradabujamous@gmail.com' . "\r\n"
'X-Mailer: PHP/' . phpversion();
Sheaders .= "MIME-Version: 1.0\r\n";
Sheaders .= "Content-Type: text/html; charset=IS0-8859-1\r\n";
(mail (Sto, $subject, Smessage, Sheaders));

}

function Upload ($fname, S$path, $old = null)
{
$Allowed ext = array("JPG", "jpg", "jpeg", "png", "JPEG", "PNG", "JFIF", "Jfif",
if (isset($ FILES[S$fname])) {
if ($ FILES[Sfname] ["name"] != '") {
Stemp = explode('.', $ FILES[Sfname]["name"]);
Sext = end(Stemp) ;
if (in array($ext, $Allowed ext)) {
$name = md5(rand()) . '.' . Sext;
Spath = $path . S$name;
move uploaded file($ FILES[$fname] ["tmp name"], S$path);
return $path;
} else {
echo json_encode (array (
'error code' => "1",
'error msg' => "Image extension is not allowed",
))
exit;
die();
}
} else {
return false;
}
} else {
return false;

}

"PDE") ;
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